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1. DEFINITIONS

ASP (C)
child
CMA 1998

Code of Conduct

Commission
CSAM

EO 2000

LR 2000

PDPA 2010
platform

Service Providers

user

WCAG

Applications Service Provider Class Licence
A person below the age of eighteen (18) years
Communications and Multimedia Act 1998

Code of Conduct (Best Practice) for Internet Messaging
Service Providers and Social Media Service Providers

Malaysian Communications and Multimedia Commission
Child Sexual Abuse Material

Communications and Multimedia (Licensing) (Exemption)
Order 2000

Communications and Multimedia (Licensing) Regulations
2000

Personal Data Protection Act 2010
Internet messaging service and/or social media service

Internet messaging service providers and social media
service providers

A platform user in Malaysia

Web Content Accessibility Guidelines
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INTRODUCTION

2.1.

2.2.

2.3.

2.4.

2.5.

The Malaysian Communications and Multimedia Commission
(“Commission”) is responsible for overseeing and regulating
activities and services related to telecommunications, traditional
broadcasting services, and online services, among others.

The Commission has established a regulatory framework which
requires providers of Internet messaging service and social media
service to be licensed under the Communications and Multimedia Act
1998 ("CMA 1998”). The main objective of the regulatory framework
is to create a safer online environment for all Malaysians, especially
children and those vulnerable to online harm.

Under the aforesaid regulatory framework which was gazetted on 1
August 2024, Internet messaging service providers and social media
service providers (“Service Providers”) with eight (8) million or
more users in Malaysia are required to apply for an Applications
Service Provider Class Licence (“*ASP (C)”) under the CMA 1998,
effective 1 January 2025.

The implementation of this regulatory framework was carried out
through amendments to the Communications and Multimedia
(Licensing) (Exemption) Order 2000 ("EO 2000") and the
Communications and Multimedia (Licensing) Regulations 2000 ("LR
2000").

Based on the amended EO 2000 and LR 2000, Internet messaging
service and social media service are defined as follows:

(i) “Internet messaging service” means an applications service
which utilises Internet access service that enables a user to
communicate any form of messages with another user.

(i) “social media service” means an applications service which

utilises Internet access service that enables two or more users
to create, upload, share, disseminate or modify content.
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3. SCOPE AND APPLICATION

3.1.

3.2.

This Code of Conduct (Best Practice) for Internet Messaging Service
Providers and Social Media Service Providers ("Code of Conduct”)
sets out the best practice for adoption by the Service Providers
licensed under the CMA 1998 in addressing harmful content online,
as well as other relevant conduct requirements that are to be
observed in addition to the Service Provider’s duties and obligations
under the CMA 1998 and any other relevant Malaysian laws.

For the purposes of this Code of Conduct:

Harmful content refers to content that is in violation of the CMA
1998 and/or any other relevant Malaysian laws which includes,
among others:

(i) Child Sexual Abuse Material ("CSAM").

(i) Non-consensual sharing of intimate content.

(iii) Content used to attempt or carry out online financial scams such
as phishing, romance scams, investment scams, and other
deceptive schemes.

(iv) Content that is used to bully.

(v) Content that can incite violence, extremism and/or terrorism.

(vi) Content that is likely to induce a child to cause physical and/or
psychological harm to themselves.

(vii) Content that incites hate speech.

(viii) Content related to the sale of illegal drugs.

(ix) Manipulated media, such as deepfakes and/or doctored images
that can cause harm to individuals or society.
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4. USER SAFETY

4.1.

4.2.

Users should be able to use the platform safely, safeguarded
against exposure to harmful content in a manner that
respects users’ rights to freedom of expression and privacy
under Malaysian laws.

Therefore, the Service Providers should, with due regard to
users’ rights to freedom of expression and privacy under
Malaysian laws:

4.2.1. Establish clear and robust systems, mechanisms, and
procedures for timely identification, assessment, and removal
of harmful content.

4.2.2. Review and update said systems, mechanisms, and procedures
regularly to maintain their effectiveness in an ever-evolving
online environment.

4.2.3. Ensure that a dedicated local content moderation team is
always in place within Malaysia, equipped with training and
support:

(i) to understand Malaysia’s local nuances, context and
sensitivities; and

(if) to provide prompt and effective response in both standard
and crisis situations.

4.2.4. Prevent and eliminate CSAM by immediately reporting such
harmful content, upon identification, to the relevant law
enforcement agencies, including the Commission, and
ensuring its removal within 24 hours from the time of said
reporting, or dealing with said harmful content in such manner
as directed by the law enforcement agency(ies).

4.2.5. Implement policies to address users who create or distribute
harmful content that breaches the platform’s community
guidelines, the CMA 1998 and/or any other relevant Malaysian
laws. This includes:
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4.3.

4.4,

4.2.6.

(i) warning, reprimanding, restricting, suspending or
terminating user accounts that:

Q

distribute harmful content;

b. violate age restrictions;

C. repeatedly breach the platform’s community
guidelines, the CMA 1998 and/or any other relevant
Malaysian laws; or

d. are used for unlawful purposes or activities.

(i) preventing repeat violations by blocking users from
creating new accounts if they have a history of
persistently violating the platform’s community
guidelines, the CMA 1998 and/or any other relevant
Malaysian laws.

Respond promptly and effectively to requests from Ilaw
enforcement agencies, including the Commission, for the
removal of harmful content including adherence to the time
prescribed.

4.2.7. Actively assist law enforcement agencies, including the

Commission, in any investigation relating to harmful content
and preserve evidence and/or data as required under the CMA
1998 and/or any other relevant Malaysian laws.

Notwithstanding the above, users should also be empowered
to take proactive measures against online harm and make
informed decisions when using the platform.

Therefore, the Service Providers should:

4.4.1.

4.4.2.

Provide tools and settings that enable users to manage their
online safety, control their account interactions, visibility and
privacy, and easily access and manage their data, including
options for account deletion and to limit location sharing.

Establish clear and transparent guidelines and processes,
including related timelines, for user reporting, flagging, and
appeals related to harmful content, ensuring users receive an
acknowledgement of receipt and are able to monitor the status
and progress of their report, flag, and/or appeal throughout
the process.
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4.5.

4.4.3.

4.4.4.

4.4.5.

4.4.6.

4.4.7.

Establish clear and transparent guidelines and processes,
including related timelines, for user reporting and appeals
related to harmful content and/or harmful behaviour in private
chats, ensuring users receive an acknowledgement of receipt
and are able to monitor the status and progress of their report,
flag, and/or appeal throughout the process.

Respond to user reports and flags related to CSAM within 24
hours of receiving the report and/or flag from the user and
take action to remove such content if the Service Provider has
determined that the reported and/or flagged content
constitutes CSAM.

Ensure anonymity and confidentiality for users who report
and/or flag harmful content and/or harmful behaviour,
including ensuring user privacy is respected while providing
necessary evidence of an offence to law enforcement agencies,
including the Commission.

Ensure all tools, settings, guidelines, and processes provided
to users are clear, user-friendly, easily accessible, regularly
updated to remain effective and relevant in an ever-evolving
online environment, and adequately supported with
appropriate resources.

Establish clear limits on the use of personal data for targeted
advertising and inform users about these limits, providing
them with options to opt-out of data collection for such
purposes.

For the benefit of users with disabilities, the Service Providers
should:

4.5.1.

4.5.2.

Ensure accessibility for users with disabilities by complying
with international standards, such as the World Wide Web
Consortium’s Web Content Accessibility Guidelines ("WCAG"),
including support for screen readers, keyboard navigation, and
sufficient colour contrast for readability.

Provide alternative content formats (such as audio descriptions
for videos) and alternative communication channels for user
reporting, flagging, and appeals to enhance accessibility for
users with disabilities.
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4.5.3.

Conduct regular audits and reviews of accessibility for users
with disabilities, including to assess compliance with
international standards.

5. CHILD SAFETY MEASURES

5.1.

5.2.

Where child users are likely to access the platform, they
should be able to do so safely, safeguarded against exposure
to harmful content, content not appropriate for their age and
potentially harmful interactions. Thus, additional protective
measures for child users are required, building upon the
measures provided for all users.

Therefore, the Service Providers should:

5.2.1.

5.2.2.

5.2.3.

5.2.4.

Implement appropriate, proportionate, and effective age
verification and/or age assurance measures, with due respect
to the privacy of child users, including but not limited to,
deploying robust age verification and/or age assurance
mechanisms benchmarked against industry best practice to
prevent child users from accessing harmful content, content
not appropriate for their age and potentially harmful
interactions. Sole reliance on self-declaration of age is
inadequate, as this measure could be easily circumvented.

Provide tools and settings for parents/guardians to monitor
and manage the online activities of child users, including
options for limiting screen time and restricting access to
harmful content, content not appropriate for their age and
potentially harmful interactions.

Provide tools and settings that empower child users to protect
themselves from harmful content, content not appropriate for
their age and potentially harmful interactions.

Ensure all tools and settings provided to both
parents/guardians and child users are clear, user-friendly,
easily accessible, regularly updated to remain effective and
relevant in an ever-evolving online environment, and
adequately supported with appropriate resources.
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5.2.5. Conduct regular audits and reviews of measures for the safety
of child users to ensure their effectiveness, making
adjustments as necessary to address emerging risks and new
forms of online harm targeting child users.

5.2.6. Actively support initiatives that educate and raise awareness
among child users about online safety practices and the
platform’s community guidelines.

6. RISK ASSESSMENT AND MITIGATION

6.1.

6.2.

Promoting a safer online environment requires the Service
Providers to proactively identify and mitigate against any
potential risks of online harm on their platforms before such
risks materialise.

Therefore, the Service Providers should:

6.2.1. Conduct regular assessments of systemic risks on their
platform, including but not limited to:

6.2.2.

6.2.3.

6.2.4.

(i)
(ii)

(iii)
(iv)
(v)
(vi)

user demographics;

likelihood of users encountering harmful content and
harmful behaviour;

likelihood of child users encountering harmful content,
content not appropriate for their age and potentially
harmful interactions;

platform features that may contribute to these risks;
emerging trends in online behaviour and threats,
including new forms of harmful content; and

usage of the platform in times of heightened risk such as
national disaster and crises.

Ensure that risk assessments are conducted by a skilled and
qualified risk assessment team.

Review and update risk assessment methods regularly to
reflect changes in the user base, the platform’s community
guidelines, and an ever-evolving online environment.

Implement effective measures to anticipate, detect, and
mitigate systemic risks based on the risk assessments above.
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6.2.5.

Establish an internal assurance function to continuously
monitor and ensure the effectiveness of risk anticipation,
detection, and mitigation measures, with regular reporting to
the platform's audit committee or governing body within the
Service Provider.

/. ACCOUNTABILITY

7.1.

7.2.

The Service Providers must be held accountable for their
fulfilment of the above conduct requirements to ensure a
safer online environment. This includes providing reports to
demonstrate the Service Providers' commitment to creating a
safer online environment for all users in Malaysia, especially
children and those vulnerable to online harm.

Therefore, the Service Providers should:

7.2.1.

7.2.2.

7.2.3.

Keep and maintain records of harmful content removals,
including the process and reasons/rationale behind each
removal, for a period as may be prescribed in accordance with
the CMA 1998 and/or any other relevant Malaysian laws.

Conduct regular audits to assess their compliance with this
Code of Conduct, the platform’s community guidelines, the
CMA 1998, and any other relevant Malaysian laws relating to
online safety. This includes conducting a “Safety by Design”
assessment to evaluate the integration of online safety
considerations into platform design and operation, as well as
audits on accessibility for users with disabilities and features
and measures that affect the safety of child users.

Submit half-yearly online safety reports to the Commission,
which include:

(i) results of assessments of systemic risks on the platform;

(ii) descriptions of specific measures and resources to
enhance online safety, including actions taken to address
harmful content, enforcement actions, training and
support for content moderators, the use of automated
tools, and the management of user reports, flags, and
appeals, along with additional improvements, particularly
for the safety of child users;
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(iii) a forward-looking analysis of changes in the internal and
external environment affecting the Service Provider’s
ability to comply with this Code of Conduct;

(iv) the platform’s peak number of users originating from
Malaysia within a calendar year; and

(v) such other matters as may be requested by the
Commission.

7.2.4. The online safety reports to the Commission should be

7.2.5.

7.2.6.

submitted as follows:

(i) for the period of 1 January to 30 June, submitted on or
before 31 July of the same calendar year.

(ii) for the period of 1 July to 31 December, submitted on or
before 31 January of the following calendar year.

Publish annual public reports on the platform’s online safety
practices, covering:

(i) bhandling of and enforcement actions related to harmful
content, particularly for the safety of child users;

(ii) training and support for content moderators, including
training and support pertaining to the safety of child users
such as grooming prevention and the handling of child-
related content;

(iii) use and reliance on automated tools for content
management;

(iv) management of user reports, flags, and appeals;

(v) platform data requests received; and

(vi) any other additional improvements implemented to
enhance online safety.

For the purpose of preparing the online safety reports to the
Commission and the annual public reports, ensure that all data
and information provided have been obtained with appropriate
consent or anonymised and aggregated with due regard to the
privacy of users and the rights of users to their personal data,
including as provided in the Personal Data Protection Act 2010
(“PDPA 2010").
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8. GENERAL OBLIGATIONS

8.1.

8.2.

To effectively address online safety challenges and foster a
safer online environment for all users in Malaysia, the Service
Providers should:

8.1.1. Actively collaborate with law enforcement agencies, regulatory

bodies, civil society organisations, and other stakeholders
relevant to matters discussed in this Code of Conduct, such as
experts on online child safety and representatives of users with
disabilities. Such collaboration may involve information
sharing, joint training initiatives, consultations and the
development of shared resources aimed at enhancing user
safety.

The Service Providers shall at all material times ensure compliance
with the CMA 1998 and any other relevant laws of Malaysia to address
harmful content online.

9. REVIEW

9.1.

This Code of Conduct may be revised by the Commission from time
to time.
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