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Executive
sSummary

¢KS LYGSNYySG ! aSNJ { dzNBSe&@ HAaun odalL!
MCMC that started in 2012. The primary aims are to track Internet access
and use,as well as to understand the evolving behaviours and trends of
Internet use. The findings of IUS are crucial for policy development and

industry growth as Malaysia pivots to the digital economy.

IUS 2020 was carried out during the Ce¥fl pandemic; durig which a
significant amount of activities shifted to Internet. As society embraces
technology and digital transition more readily due to thedemic,the
change in user behaviours and trends of Internet use is expected to

acceleratefaster.

More importantly, the findings of IUS 2020 can form early data points to
assist policymakers in ascertaining the extent of access vulnerability of
different groups, should key public services (for example education)

transition significantly to the digitadlatform.
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IUS 2020 reached a sample of 2,401 Internet users and 384nte@met
users at the national level and a total of 384 Internet users for each state

to meet the requirement for statdéevel surveys.

Respondents were selected randoménd the interviews were carried
out through telephone interview.

The survey continues to track primary metrics for Internet access and
usage; which includes duration afcessaccess by device and different
types of Internet usage. The data from IR&20 adds on to a running

time-series from the first Internet user survey2012.

IUS 2020 also focuses on emerging Internet issues introduced in the
previous surveys; namely onlim®ntent,online child safety and online

privacy/security.

Findly, IUS 2020 added a new area of digital identity to gauge the
LJdzo £ A OQa Frécapliveneds dNifie cancept.yDRjital identity is
expected to become a major issue in the future as society balances
between preserving online privacy and providingptection against

fraud and onlinecrimes.



National Level (Respondents)

2401 Internet Users
Confidence level of 95% and precision of + 2%

384 Nonlinternet Users
Confidence level of 95% and precision of + 5%

“m

384 InterneUsers
Confidence level of 95% and precision o5%

IUS Themeovered

Internet Online Digital
access & use activities Identity

Online Online Child Online
Content B Security @ Safety & Parental

& Privacy Control

Sharing




TheKeyFinding=of 1lUS2020

88.7%

Internet users

88.7%0f the population

are Interret user in 2020 Internet users have been
spending more hours online
in 2020 compared to 2018

1.3% increasérom 87.4% in 2018.

Non- users

62%
2018 9.6% 39.2% 23.9% 13.4% 5.7% 8.1%
l I 1.3% 24.9% 28.6% 21.5% 9.0% 11.5%
H H H ' H ;
2020
43% =
2020
Less than 1-3 5-8 9-12 13 -18 More than
1 hour hours hours hours houes 18 hours

Therewasamarkeddecreaseof
dza S NE& Qcodtdat-oNlikey 3
from 62%in 2018to 43%in 2020

6259 8888888850

A significant portion of Internet users are unfamiliar with the concept of digital ID

155% increase of children
aged 5 to 17 using the
Out of the 20.3% oflInternet Internet from 2016
users who were aware of (2016: 18.4%, 2020: 47%)
sebenarnya.my, 59.4% have
not visited the portal

The awareness of
Smartphones is the most

popular devices to access
Internet, reaching a near
- saturation usage level at 62.4% in 2018

98.7% in 2020. to 53.3% in 2020

parental control has

also declined from




Internet Users Survey 20:

Background
& Objectives

The Internet UsersSurvey (IUS) is a series of purpdmslt surveys
conducted since 2012 to monitor Internet activities and understand the
trends and tendencies among useKSonsequentlythe surveys have
provided stepping stones thufar, 6 2 31 dz3S al fl @aAl Qa ai

Internet adoption in recenyears.

MCMCworkedwith anindependentsurveyhouseto conductlUS2020.

The use of an independent survey house is a departure from previous

@Sl NBRQ adzZNwSea oKAOK gSNBE O2y-RdzOGSR |
house byMCMC.
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L { HNHNQAa 202S0GA0Sa 6SNBY
Toestimate the number and percentage of émhet users in thecountry
Tostudythe attitudesandbehavioursof userstowardsinternetuse

Toidentify the recent trends in Internaisage

IUS 2020 gives extra higdhts onbehavioraltrends of Internet use
since2012

Forthe firsttime, data points collected from IUS 2020 are used to build
predictive models to profile Internet users to keep abreast with the
So2t GAyYy3A yIF GdzNBE 2F L ysdcBtWyY S dza SQa a2 LIKA Z

Thus,lUS 2020 intends to facilitate stakeholders in assessing and
comprehending better thextent of Internet usagen Malaysia. This
can lead to better strategies and initiatives that are necessary to
transition society to embrace digitaiiton in light of the post

LI Y RSYA Gomal. v S g
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Methodology

The sample population was randomly selected from maobddular
users and further stratified by ethnicity, gender, age and state. The
sample population was uploaded to a compusgstem that randomly
dials respondents to meet the stratification requirements to ensure the
respondents are representative of the population.

IUS 2020 was canvassed and administered through telephone interview.

Fieldwork for this survey started on 28t January 2020 untiMay
2020.The fieldwork took longer than anticipated due to the Movement
Control Order (MCO) and Conditional Movement Control Order
(CMCO) that took effect on 18th March 2020 and 4th May 2020
respectively. The survey had to be aidistered remotely during the
MCOand CMCQperiods.Apartfrom the longertime takento complete

the fieldwork, the remote administration of the survey did not
compromise the statistical accuracy aretjuirements.

IUS 2020 reached a sample of 2 4Dbtternet users and 384non-
Internetusersat the nationallevelandatotal of 384° Internet usersfor

each state to meet the requirement for statevelsurveys.

1 Confidencdevelof 95%and precisionof +2%
2 Confidencdevelof 95%and precisionof +5%
3 Confidence level of 95% and precisiogs9o
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There was only one stage of samp#tdection,as the survey adopted a
stratified random sample. Sampling was done with probability
proportional to the strata defined in terms @thnicity,gender,age and
state.

Data quality check was administered throughout the survey fieldwork.
Basic frequency count was computed to assess the results. -Cross
tabulation was imposed between relevant indicators to identify
significant relationships that wouldleduce meaningful inferences
pertinent to the objectives.

The data had been weighted to match nationality (Malaysian and non
Malaysian)ethnicity,gender,age and state where the 2019 population
estimates from Department of Statistics Malaysia (DOSW)es as the

auxiliary information.

Important findings are featured in thieport, complemented

by supporting charts and tables for the convenience of readers.
Comparisons across time were established in the analysis where
available. The fidings on current trends were analysed and
contextualised against current developments in Malaysia and
around the world. Information from external sources is included as

supplementary data to support ardiscovery.

Fullresultsof the surveyare appendedin the form of percentageables
at theend.
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Challenges

The Movement Control Order (MCO) and Conditional Movement
Control Order (CMCO) that was effective from 18th March 2020 and 4th
May 2020 respectively presented a big chagle for the fieldwork.

Since survey operation did not qualify as an essential service, the survey
LINE OA RSNXa /I f ¢ /| SYGNB O2dzZ R yz2i
canvassed and administered remotely to ensure the IUS 2020 could be

completed on time.

However, the remote canvassing without access to a survey center
facility presented a new complication. The response rate at the
beginningof MCO was remarkably lower than when the canvassing was

done through a survey centdacility. Most probably, this was due to

GKS dzyOSNIFAydGASa G GKS 06S8S3IAyyAy3

attitude towards telephonesurveys.

2 LIS NI ¢

27T

a |/



Challenge Internet Users Survey 20:

Public concerns that scams were on the rise compounded the already
low response rate at the start of the MCO

Besides thdonger time taken to complete the fieldwork, the survey

had to adopt specific time slots to ensure calls were made only in the

timeframe that had produced the highest response rate. While this

AYLINEPOSR (KS NBalLl2yasS NI (Bomrsidtéi a i NBGi OKSR
the night and weekend, well beyond the regular office hours.

Stratified random sampling also led to different response rates for
different states and strata. Certain states such as Perlis and Pahang
experienced belowaverage response rates amdore call agent hours

had to be dedicated to meet the stratified sampling requirement for

these states.

Despite these challenges, IUS 2020 achieved a response rate of 7.3% for

the national level and 8% for the state level.

32,920 calls were made to nplete the stratified random sampling of the
2,401 respondents for the national level. In other words, we have to make
13.7 calls to get one user, compared to 6.4 calls to get one user in 2018.

n a2S8 ¢g2dz R f A1 S { Bcammet Ndithe jpriiv8, takifdyadvant@ge Bf EcMliféas aith calls,
{ a{ $a I y &KudlarLbmptir&éme Prevention Practitioner Association; 27th March 2020 (The Star)

. S6INB 2F a0l YYSNAEI LDt ¢ Nya tNAKFGAY FAR NBOALASYGAaEdT cilK ! LINRf
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Findings

Internet users and norusers

The survey determined that the percentage of Internet ug@ns2020
stood at 88.7%, a 1.3% increase from 87.4% in 2018.

While the increase represents the slowest growth of Internet users
since trackindegan in 2012, the trend conforms with the global trend
of slowing growth.

The International Telecommunication Union (ITU) indicates a slowdown
in Internet growth as reported in the State of Broadband 2019 Annual
Report commissioned by the ITU/UNESCCGa@rand Commission for
Sustainabldbevelopment

5 Internet users include those using Internet from any location using any device in the last three months.

c L¢! HAMPDP G¢KS {GFGS 2F . NRBIFIROFYR HAMPYSyh@w®Rel yR & | C2dzyRIFEidA2y F
itu.int/dms_pub/itu-s/opb/pol/S-POLBROADBANRO-2019-PDFE.pdf



https://www.itu.int/dms_pub/itu-s/opb/pol/S-POL-BROADBAND.20-2019-PDF-E.pdf
https://www.itu.int/dms_pub/itu-s/opb/pol/S-POL-BROADBAND.20-2019-PDF-E.pdf
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Figurel: Internet users and neinternet users over the years

Internet Users Across Years
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Non-Internet users declined from 12.6% in 2018 to 11.3% in 2020.
Unsurprisingly, more than half of the ndnternet users are 60 and

abowe (51.8%).

Figure 2: Breakdown of age for ntimternet users

Non Internet Users
(Age Breakdown)

60 and above

Less than 20

Further,the surveyalsopromptedthe non-Internet userson the reason
for not using the Internet. The three most cited reasons for not using

Internet werelack of interest(52.5%)too oldto learn (33.9%) ando

device(30.1%).

20
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Figure 3: Reasons for not using Internet over the years

Top 3 reasons for not using
Internet across years

33.9%
30.1%

=
@
=
=
9]
2
=
o
=
7]
=)
-
o
=
o
L
(2]
=
o
(%]
@
(0]
o

Lack of confidence

Not enough time Lack of interest .
& or skills

. No device Too old to learn

21



Internet Users Survey 20:

L! { HnHn RSGSOGSR | aKI NLJ RSLJI NI dzZNB FNER

the top reasons for not using Internet.

The reason that had appead consistently in the top three list since
2014 wasdlack of interestwhich had nearly doubled since 2014 (from
32.5% to 52.5%). While there is no conclusive evidence to suggest a
growing phenomenon of users being put off by the Internet, thisifigd
seems to fall in line with a general trend elsewhere as social media

become more embroiled with controversial contehts

The proliferation of fake news, scams, cybellying and controversial
issues propagated through Internet, if not managed respags is
becoming a threat that can reverse years of Internet user growth.

Only a minority of norusers (8.0%) intend to use Internet again in the
future, while 87.6%do not. Amongthosewho intend to uselnternetin
the future, 54.9%%0f them would needsomeoneto helpthem,37.0%do

not need anyassistance.

3
3
<,
V]
N

765SO0ft AYyAy3 al22NAGé& 2F hyftAyS | RdzicBeiv Ré¢séaich Ceftrs; 3athy 6 SNy SG | | &
April 2018

GCNBSR2Y hy -EFredblonbHdlse, BtNodeiba019
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Figure 4: Norusers who intend to use Internet in the future and needs assistance

Non-users who intend to use Internet
in the future and needs assistance

Can go online
again on my own

37 %

Don’t know
/ No Answer

5%

\

someone to helpme —— Refused

55% 8%

Would need
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INnternet
AccessandUse

Yearsof experience with Interneuse

More than a quarter of users (Z86) have been using the Internerf
more than ten years as at 2020, a drop from 36.9% in 2018.

Meanwhile there was an increase in users who have been using the
Internet for five to ten years from 32.7% in 2018 to 40.1% in 2020.



68%0

0 have usedhe
Internet for more
than Syears

31%

0 haveusedthe
Internet for less
than Syears
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Figure 5: Years ofxperience in using the Interfet

3.7% Years of
v Experience with

Internet

11.9% 11.7%

Less than 1year

1 to less than 3years

3 to less than 5 years

5 to less than 7 years

7 to less than 10 years

10 to less than 15years

More than 15 years

8 Total percentage for IUS 2020 may not add up to 100% as those with No @nswer2 y Q i
know are notincludedb 2 | Ya 6 SNAK52yY Qi 1yY26 O6MDH:O
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Duration of daily use of Internet

Internet
users
havebeen
spending
more hours
online

In 2020
compared
to 2018.

Half of Internet users (50%) spent 5 to 12 hours a dayhenlhternet, an
increase of 13% from 37% observed in 2018 ahdhostly using the Internet
for social purposes like communicating througgxt, communicating via

voice/video and visiting social networkisites.

For the purpose of this study, the Internesers are categorized as follows.

[ 28




e 2090

Spent less than Hours
a day on thdnternet

o D00

Spent 5 to 12 houra
day on the Internet

e 210

Spent more than 1Bours
a day on thelnternet
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Tablel: Categorizatiorof Internet users by the length of access

The massive jump in the hours spent on the Internet is probably due to
a combination of two factors.

First, the MCO has contributed to more extended Internet use.

The survey fieldwork was canvassed during the MCO when most users
rely on the Internet to work fromhome, access information,
communicate with others and fantertainment.

Secondthe broadband and data tariff has come down considerably
since 2018 that mre users can access the Interd@bger.This may be
due to extensive mobile broadband and intense competition, which
significantlydroppedthe pricesfor mobilebroadbandpackages.

[ 30 [
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Figure 6: Hours spent on the Interhet

Hours Spent on the Internet
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Place to access the Internet

PaAaSNBRQ 26y K2YS NBYplacg/tagobite Y2ad FNBI d:
at 705%, followed by ofthe-go (64.4%).

1 O0SaaAy3d GKS LyGSNYySaG FNRY I|y2idKSNI LIS
replacedaplaceof educationasthe leastfrequentplaceto access
the Internet(8.2%).

Meanwhile,commercial Internet centres which collecfee from
its patrons to access the Interne¢vealed gpercentage of2.0%
in 2020

Similarly, the percentage of users accessing community access
facilities and Free WHki is at single digits (4.2% and 6.0%
respectively). This mape due to innovative and competitive
packages of mobile broadband offered by service providers that
made users prefer their own mobile Internet data plan rather
than relying on free Wk-i.
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Figure 7: Place to access the Internet

Commercial Place of Free Wi-Fi
Workplace Internet Facility Education anywhere

Community Another
On-the-go Internet Facility Home person’s home

[ 33 [
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Majority of users access Internet from home (70.5%lence,
infrastructures that enable users to access Internet from home with
better quality and connectivity has become more crucial. The drop in
the percentage of users who access the Internet froomle and
place of education is a cause for concern. In the aftermath of the
Covid19 pandemic, more education institutions conduct virtual

classroomsand the trend is set to grovurther.

Theavailabilityof stableandfastinternetaccesérom homeandplace
of education becomes a key factor for the successful normalisation
of vital publicservicessuchaseducationafter the pandemic.

However, the survey cannot determine whether the quality of
Internet access at home and place of education is an isswards

digitalisation of education.
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Broadband access

Among those who accesd the Internet from home, moré¢han
half use mobile broadband exclusively (56.2%).

The rest is split evenly between fixed broadband (21.4%) and both
mobile and fixedbroadband (21.8%).

This could be due to the relatively lower cost of mobile broadband
compared to fixed broadband. Innovative and competitive
packages of mobile broadband offered by service providers have

also contributed to this.

This trend is consienht with the global trend that sees the

majority of users access broadband Internet from the mobile.
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Figure 8: Split of broadband access from h&me

Fixed Broadband

N

21.4%

Internet Access
from Home

10¢2GFf LISNOSYydGr3IS F2NI L) { Hauwn YI& y2i waRRotidehledB2 vInyk3 6 EHBRKEK2H QI 6 AV R6bANDELEAGSNAKS 2y Qi 1
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Personal hotspot

Thissurveyalsoincludedassessinghe useof hotspotamongMalaysian
users which has not been done in the previous IUS. This measure is
taken to foresee the future trend dfotspot usage among users in the

country.

Majority of Internetuserg61.4%haveusedpersonahotspotwith Wi- Fi
and Bluetooth. This finding is in line with the majority use of mobile
broadbandand nearlyreflectsthe rate of mobile broadbanduseshown
in the previous section. The capability of smartphones for mobile
tethering also allows users to access the Internet on ottevices,
making the mobile broadband subscriptions the more preferred option.
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Figure 9: Experience with personatdpot**

Experience with
personal hotspot

37.4%
No

1e2GFt LISNOSyaGrFr3IsS F2NI LI { wnwn YIF& y20 FRR dzLJ 42 wmnE: Fa GK2asS gAGK b
¢cb2 | YAasSNEKkS52Yy Qi 1y26 omMdM:L
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Device to access the Internet

Internet users accessing through smartphones have reached a near
saturation level at 98.7% 2020,up from 93.1% in 2018, supported by
the capabilities of smartphones with their powerfuonnectivity,
efficiency and various fugtionalities and applicationdMeanwhile, the
survey observed a decline trend in accessing Internet for other

devices.

The percentage of Internet users accessing Internet from
laptop/netbook/notebook dropped to 37.9% in 2020 from 44.2% in
2018; while desktop decreasedo 16.2% from 28.1% in the same
period. Those who accessed the Internesing feature phones
declined to 1.3% in 2D from 8.6% in 2018.

Devices such as Smart TV, smartwatch, TV streaming box and game

console have also declined.

The percentage of users accessing the Internet via Smart TV dropped
from 12.3%in 2018to 5.9%in 2020;while TVstreamingboxfrom 7.6%
in 2018 to 2.9% in 2020.

Game consoles dropped from 4.7% in 2018 to 0.8% in 2020. On the
other hand,smartwatch usage has also declined from 2.4% in 2018 to
0.6%in 2020.Thismaybe dueto the functionalitiesof smartwatchthat

are mostly limited to tracking daibctivities,monitoring heartbeat, and
providing reminders. With the implementation MCOthese functions

are rarely used considering restrictions to sports and outcaivities.
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Smartphone userisave
reached anearsaturation
level at 98.7% 1020

Smartphone

Netbook / notebook / laptop
PC / desktop

Tablet

Smart TV

Feature phone

TV streaming box

Game console

Smartwatch

Table2: Device used to access the mtet

[ a0 L
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One aspect that was not surveyed but has become a pertinent issue
during the MCO is the number of devices available per household. As
schools attempt to hold virtuadlassespne persistent problem was the
lack of devices available fdne students to log in. If a family has two or
more schooigoing children and there is only one smartphanailable,

not only the children have to compete with the parents to use the
devicethey also have to takeirns.

It is a problem not unique to Maysia. At the height of th@andemic,
teachers in US cities pointed out that as many as four out of five students
cannot join virtual classes due to a lack of stable Internet or adequate
devices ahome*.

IUS 2020 was not adjusted to gauge the avenageber of devices per
household as the MCO took place right when the fieldwork was already
underway.

Future surveys should establish a baseline gauge as the data will be
beneficial to estimate the challenges to digitalise classrooms in the

future.

126hytAyS {OKz22ftAy3a | I a | oNat@GHrun, Bheé\tzPe; 2oRADPrili20a02 | LILJA / |y CAEE
a!a {OK22f a20S& hyt AySs ¢®ang@old§tdindxe\8 Yotk Timdsii6lApril 20203 3 SR h dzi ¢
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Text Communication = Social Media




Online
Activities

Mayjority of
Internetusers
go onlinefor

soclalpurpaoses.

08.1%used
the Internet to
communicate
by text, up from
96.5% 1”?018.
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Figure 10: Online activities

Online Activities

Communicate by text

Visit social networking platform

‘Wiatch or download video / online tv

Communicate by voice/ video

To get information

Read online publication

Online banking

Online shopping / booking

Listen / download music / online radio

Wiork related

Government Services

Online Games

Maintain blogs / homepages

Cloud storage

Online job application

Study

Selling goods / sernces
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Social networking is the second most frequent online activity among
Internet users, an increase from 85.6% in 20d.83.3% in 2020.

Reading online publications suchreswvspapersmagazines or #ooks

has become more popular. The survey found that the percentage of
Internet users reading online publications has risen from 56.3% in 2018
to 68.3% ir2020.

Various orihe shopping platforms as well aswallets have brought
convenience to Internet users. Online shoppers have increased from
53.3% in 2018 to 64.2 % in 20&milarlythose who conduct financial
transaction®onlinehaveincreasedrom54.2%n 2018to 63.8%in 2020.

Thelnternet userswho watchor downloadvideosonlineisat 87.3%an
increment from 77.6% in 2018. More Internet users are able to stream
video content through online platforms that offer a wide variety of
shows to choose from. Furthermorepughly twothirds (654%) of
Internetuserslistento or downloadmusic,up from 46.8%n 2018.

Internet users who play online games also increased from 35.2% in 2018
to 42.8% in 2020.

The split of online activities is useful to gauge the pervasivenéshe
digital economy.

Theseactivitiescanbe analysedn the form of a pyramid;with the base
representing the nortransactionbased online activities (foaxample,
using the Internet to communicate and keeping social networks) and
the summit repreenting transactiorbased online activitiegbanking,
online shoppingetc.).

IUS2020ascertainghat there is a significantgapbetweentransaction
based activities and noetransactionbased ones. The implementation
of MCO has also greatly influencedetlonline behaviour of users
throughout this studyperiod.
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Figurell: Pyramid of transactioiibbased versus
nontransactionbased online activities

54% Financial o.nllne
transaction

46% - 78% e 65% - 87%

and content

60% - 96% Communication 81% - 98%

46



Internet Users Survey 20:

In addition, despite having more Internet users per 1,0p0pulation,

thegrowthoF al f I @aAl Qa RAZIAGI € SOz2y2vYvye tF3a
+ASOYylFrYQaod ¢KS akKl NB 27 i KS RAIAGI €
national GDP and its growth is also among the lowest and slowest

respectively; compared timdonesia, VietnanT hailandand Singaporé.

While transactioAbased online activities have increased since 2018
(from mid-50s% tomid-60s%)there is room for the digital economy to
grow faster to be at par with regional competitors.

13 e-Economy BA 2019 by Google, Temasek, Bain & Co, p19,
https://www.blog.google/documents/47/SEA _Internet Economy Report 2019.pdf

47
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Social networking and communicentn applications

While Facebook remains the most widely used social media site in
Malaysia, the percentage of Internet users using Facebook declined
from 97.3% in 2018 to 91.7% in 2020.

Meanwhile, other sites such as YouTube, Instagram and Twitter have

experienced an increase in their user base.

YouTube particularly has the most significant increase from 48.3% in
2018 to 80.6% in 2020.

Instagram users climbed from 57% in 2018 to 63.1% in 2020, whereas
Twitter users have risen from 23.8% to 37.1%hie $ame period.
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Figure 12: Social networking applications by popularity rariking

Social Media Applications

2018 2020

Others

14 Others include Zoom, Weibo, Netflix, Joox, Dim Sum
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The trend is in line with changes in the social media landscape in the
developed world.

Since 2018, there has been a decline in Facebook usage in the US.
Another clear trend is the polarisation of social media users by age;
younger users tend to identify more with Instagram and Snapéhat

We canexpectasimilartrend in Malaysiain the future asthe younger

ASYSNY GA2y Qa ARSYUGAFAOIUGOAZY H6AGK ySgSNJ
INY RdzF £ £ @8 RAf dzi For&xanPl§gs® afthésawhdo 2 LI a LJ2 G &
uses Instagram among the users in this study are aged 3®ealod/,

ashowthat this platform isverypopularamongthe young.

For communication applicationgJS 2020 established that Whatsapp
has seen slow growth from 98.1% in 2018 to 98.7% in 2020.
Meanwhile Facebook Messenger dropped from 55.6% in 2018 to
53.9% ir2020.

One change that is worthating isdouble digit growth ot Sf S3INJ Y Qa

users upfrom 25.0% in2018t040.1%in2020Sf SANJ YQa Ay al f I &a
become a popular medium to disseminate official government

information during the MCO. In addition, Telegram is also popular

among parents ath school goers as a medium for learning. Unlimited

member groups is among feature of Telegrams which make this

platform is gainingraiction among the Internetisers

156 ¢ KS RSOt AYyS 2F a20Alt YSRAL YoSoott Euod B, ZDNel; 31 Banvay 20201 SNJ £ SI S dza ¢ y
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Figure 13: Communication applications by popularity ranking
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16 Others category include Zoom, Weibo
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Digital
ldentity

The prevalence ofinternet use brings about the risk
associated with Internéfrauds,online bullying and fake news.
Nations struggle to strike the right balance between
preserving online privacy and providing online safety and

security from online crimindbehaviours.

IUS 2020 includes a chapter on digital identity for the first
dAYS aryos HAMH g2 31 dz2a § idKS LJdzo £t A OQa
understanding of theéssues.

User ID angassword

Majority of Internet users were aware of the importance of
Internet security.

Ba®d on their onlineactivities, 68.0% of Internet users did
not use the same user ID and password to access their
accounts. Imaddition, 68.7% have two or more user IDs and
passwords.

Amongthosewho havemorethan oneuseriD and password,
more than half (57.1%) had trouble recalling their user IDs

and passwords and had to resbem.
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Figure 14: User ID and passwar8ame ID and password for multiple accounts usage

User ID and Password
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Figure 15: User ID and passwartser ID and passwd ownership

User ID and Password

o4
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Familiarity with the concept of digital identity

When asked about their familiarity with digital identity, a staggering
62.5% of Internet users were not familiavith this concept.

On the other hand, 19.6% were familiar, while 17.8% were quite

familiar.

Figure 16: Familiarity with digital identity

Familiarity with
Digital Identity

19.6% 17.8%

Familiar Quite Familiar

62.5%

Not Familiar

17 Total percentage for IUS 2020 may not add up to 100% as those with No answer are not ircNmledswer (0.1%)
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Most of them associated digital identity withiometrics (42.3%)
followed by 36.8%who associatedt with different setsof userlDsand
passwords.

A little over a quarter of the users related digital identity with both

loggirg in to social media accounts (27.8%) and email (25.7%).

Only a minority of Internet users (28.3%) did not associate a digital
identity with those mentioned above.

This suggests that while most of them said that they were not familiar
with digital idertity, they had some understanding of the term.

Figure 17: Association with digital identity

What do you associate
digital identity with?

42.3%

Biometrics
36.8%

Different sets
of used ID &
passwords

28.3% 27.8%
Did not associate Log in to
with any digital ID social media

accounts
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Online Content
Sharing

The prevalence of social media had made the Internet as one of the
platform for accessing informatioThe Internethave changed how

Internet users consume news and informationline.

Theeaseof sharingandfrequencyof socialmediaaccesdy usershave
becomedrivingfactorsfor theseplatformsto bringtraffic to newssites
and other digital sources of information

The latest data from Reuters Institute shows that the most accessed
sources of news in Malaysia are Interbased (86.0% access online
news and 70.0% access news from social media) compared to
traditional sources of news (50.0% and 30.0% acoegs from TV and

print respectively.

18wSdzil SNBR Ly adAaA ddzi 8008ip9ghtipd/keilutbréinsttbu ddiiticano$. & &/bids/default/
files/202006/DNR_2020 FINAL.pdf



https://reutersinstitute.politics.ox.ac.uk/sites/default/files/2020-06/DNR_2020_FINAL.pdf
https://reutersinstitute.politics.ox.ac.uk/sites/default/files/2020-06/DNR_2020_FINAL.pdf
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Online content sharing has become a crucial issue as cases afidaise
cyberbulying and contentrelated online criminal activities are on the rise
around the world. A study done by Ipsos revealed an increasing number of
parents reporting cyberbullying experienced by their children sR@ES®°.

{ HnAnHnAn LINE 6 S RneckoyitdnSsNafirg) hehazduBshiEm@re 2 v
RSLIIK |a O02YLJI NBR (2 LINBJA2dza &SI NA Q & dzN

19 Cyberbullying facts and statistics for 202@tps://www.comparitech.com/Internetproviders/cyberbullyinestatis-
tics/
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Havesharedcontent
online (comparedo
62% In 2018)

D53Y0s:

Have not shared
contentonline
(comparedo 38%
In 2018)
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7

There was a marked decreas2df dza SNER Q aKI NAy3I O2y GSyi
in 2018 to 43% in 2020, probably due to incread public awareness on
the danger of sharing false information

Type of online content shared

News (66.9%) and public service announcements (60.9%) are the most

shared online contents. There is a slight increase in percentage of news

shared online fron 63.9% in 2018. These findings are in line with Reuters
LyaagaAadagdzi SQa TAYRAY 3IaA aKI G 2yt AYyS ySga
source of news.

This increase may also be due to the MCO that coincided with the survey
fieldwork. Internet users rely heavign updates of Covid9 cases given
bythe authoritiesonlineto find out officialinstructionson dailyactivities.

Entertainmentandhumorouscontentsarealsoamongthosemostshared
with up to 56.1% of the Internet users doisg.

Othertypesof online contentssawlesssharingin 2020,especiallypolitical
and educatiorcontents.

Only 17.2% shared contents related to political issue2020,compared to
32.1% in 2018. A point worth noting is 2018 was the year of a general election;
so,it is expected that the sharing of political contents would have spiked.

20wS dzi SNBR Ly adAddzi 80083poghtipd/keiutbréinstibu® gaditicon S ddIpkilies/default/files/20206/
DNR_2020 FINAL.pdf



https://reutersinstitute.politics.ox.ac.uk/sites/default/files/2020-06/DNR_2020_FINAL.pdf
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Surprisingly, educational contents sharing also saw a signiffi
drop in 2020. Only 36.4% of Internet users shared educational
content in 2020; almost half of the sharing in 2018.

The equally significant decrease in sharing of the latest promotion
anddiscountandaid effort seemdo correlatewith the heightenirg
concerns of fake news and onlifrauds?.

IUS 2020 indicates that Internet users become more alert and
careful to share online contents that carry the risk of misleading the

public or furthering online scams.

21 More than 90% jump in cyber crime complaints during MCQabhidi- https://www.theedgemarkets.com/
article/more-90-jump-cybercrime-complaintsduringmco-%E2%80%94ahid
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Figurel8: Types of contents shared online

Type of Contents
Shared Online
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Online content sharing @tform

As much as 86.5% of Internet users share contents online through social

media, an increasefrom 73.8%in 2018 at the expenseof all other

platforms. Ease of sharing functions through social media that require

YAYAYL § STF2 NI dza Kyhast likedy e tNSréasod dzi G 2y ¢ 2 d
why social media is preferred by Interngters.

While the diminishing significance of emails and blogseapected |US

2020 established that sharing through messaging platforms had also
gradually decreased. This mhg due to the limitations on forwarding
messaging imposed by some private messagatyice$.

22 Keeping WhatsApp Personal and Priva&hatsapp is now introducing a limit so that messages with double
arrows can only beofwarded to one chat at a time as an effort to constrain virality on its platform.
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Figurel9: Online content sharing platforms

Online content
sharing platform
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Purpose of online content sharing

While the ranking of reasonings for sharing contents remldid not
changefrom 2018to 2020;the dropin the percentageof Internetusers
who associated with each reason is mgtaring.

Most Internet userssharedonline contentsbecausdahe contentswere
beneficial,or they wantedto raiseawarenessaboutanissueor onlyfor

entertainmentpurpose.

Howeveronly 71.8% of Internet users shared contents because they were
beneficial in 2020 compared to 87.2% in 2018. The drop is even more
significant for sharing of contents to raise awareness: only 53.6%dhar
contents for this purpose compared to 82.3%2018.

This finding seems to support the general hypothesis that Internet users have

grown wearier with the type of contents available online.
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Figure ®: Purpose of sharing contents online

Purpose of sharing
online contents
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Action taken before sharing content online

IUS2020detectedachangen Internetdza ShiEawourbeforesharing
contentonlinethat supportsfurther the hypothesishat concernsover
the harm of Internet contents are on thiese.

In terms of the actions taken before sharing contents online, checking
the validity and the source of contents were the secamd thirdmost
taken actions by respondents in 2020ngared to the last survey (they
ranked third and fourth respectively in 2018).

While this is an encouragirgign,the percentage of Internet users who
took appropriate actions before sharing online contents had also
increased. There were fewer Integh users who ensured they
understood acontent, verified the content and checked its source
before sharing in 2020 compared to2018.
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Figure A: Actions taken before sharing content online

Action taken before sharing online contents

/7 7.0%

54.9%

2020

Ensure the content is not Ensure the validity

Understand the content . cc .
< obscene, menacing or offensive the content

Verify whether the content

o3 . None of the above
is from reliable source or not
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Frequency of sharing content onlen

Most Internetusers
(49.1%¥harecontents
onlineweekly.Only

19 2%0f Internetusers
share contentslaily.

On a positive note, 78% of Internet users only share
content online after reading it through, providing a

glimpse of the general awaness of sharing contents

responsibly among users.

[ 70 L




ZFigure 2: Frequency of sharing contents online

Frequency of sharing online contents

Monthly

Few times a year

23¢ 20t LISNOSyidl3sS F2NI LI { wHnun Yl & y2i
fused/No answer are not includegl4.2%

Internet Users Survey 20:
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Awareness of fake news

The majority of Internet users (9%%) are aware and
understand the issues surrounding fake news.

Correspondingly,
02.3% othem
consider fakenews
as a problem.
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2*Figure 3: Internet users who consider fake news a proble

In your opinion, is the existence
of fake news a problem in Malaysia?

This finding confirms the growing awareness and concerns over
fake news and related harm it caused to society in Malaysia,
especially midst the Cowtl9 pandemié.

24Tot@allISNOSy G- 38 F2NI L) { Hawn Y& y2i |tRReadelnbtin@ud mn k: | & GK24S 6AGK 52y
edg52y Qi 1 y2@8%H)2 0 &dz2NB

25 Covid19: Publicawarenes®nthe dangersof spreadindakenewsincreases http://english.astroawani
com/malaysianews/covid19-publicawarenessdangersspreadingfake-newsincreases245663
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sebenanya.my portal

MCMC operatesebenarnya.my  portal to combat the spread

of fake news. This survey shows that the level of awareness of the
existence of thesebenarnya.myortalisstilllow amongthe public.
Only20.4% otthe Internet usersare awareof the existenceof this
portal.

Out of the 203% who were aware, 59% have not visited the

portal.
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’Figure 2. Awareness osebenarnya.my portal

Awareness of sebenarnya.my portal

40%
Have visited
the portal 59%

Have not
visited the
portal

26 Total percentage for IUS 2020 may not add up to 100% as thitls® 2 y Qi 1 y 2 6 kK b 2 (aredazNdded;2 I y & 6 S NJ
Awareness osebenarnyamy 52y Q0 1y2é6kb2 I ya66SN 61 Do 0
Visitedsebenarnyamy Y 52y Qi 1 y®@%x b2id &dzZNB o
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Online Security
& Privacy

As more activities and transactions ad@italised,the risk of a data
breach has risen in proportioilobally there was a 54.0% increase in
areporteddatabreachin the first sixmonthsof 2019comparedto the

same period in the previougar”’.

FaSR 2y GKS L¢! Wwa Df ®aalysiarardk@édo S NBR S O dzNRA {
eighth in terms of nation with the highest level of commitment to

cybersecurity.

IUS 2020 delved deeper into the issue of online security and privacy in
tandem with the societalchangein attitude towards data protection

andprivacy.

276 nmd RIFGF o6NBFOKS&aY n -®DanftRafler2 NortoNIFeD@NIRCius.BONG.LodK SR &2 F I NE

[
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Confidentiality of personal data

Internet users felt government bodies generally protect the
confidentiality of their personal information better than service

providers and norgovernment organisations did.

Slightlymorethanhalf (50.4%pf Internetusersfeelgovernmentbodies
keep their cita confidential. A lesser number of respondents think the
same with service providers and ng@vernmentorganisationsyith a
percentage of 40.6% and 40.28tcordingly.

While it is reassuring that Internet users rate the government as the
trustworthy in keeping users data confidential, there is room for

improvement to push the confidence level higher.
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OFigure 5: Is your data kept confidential?

Is your data kept confidential?

Neutral

Government Service providers

Non-government bodies

30¢2GFt LISNOSydlr3IsS F2NI L' { Hnanun Yl & y2id | RoRinchdddi@Gavr mnw: & GK24S 6AGK 5
ernment (16.0%), Service providers (1%2, Norgovernment bodies (18.0%)
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Cybercrime experienced

The IUS 2020 also gauged cybercrimes experienced by Internet users.
These include virus or malicioosde,spam, fraudhadking and intrusion

and abuse of personal information. Except for onlireud, all other
cybercrimes had shown a steep decrease sRQdS.

Virusor maliciouscodedecreasedrom 31.1%0 4.5%;spamdecreased
from 30.9% to 13.7%; hacking and intrusion ased from 8.8% to
4.1%.abuse of personal information decreased from 6.2% to 3.4% and
cyberbully down significantly from 4.2% to 0.6% in the spared.

More encouragingly, 61.6% of Internet users did not encounter any
cybercrime in 2020; up from 47.3#2016.
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Figure B: Cybercrimes experienced

Cybercrime experienced

31.1%  30.9%
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Among users who had experienced cybercrime, 53.1% had
experience over the last six months. On the other hand, 44.7% had

encountered a cybercrime in the previous twelve mosthr more.

Figure27: The last time experiencing cybercrifne

The last time experiencing cyber crime

9.4%
More than
3 years ago

7.6%

Last 2 years

27.7%

Last 12 months 53.1%

Last 6 months

31¢2GFt LISNOSydlr3IsS F2NI L' { HnaHn Yl & y2id I RR dzligh2ym@am: | & GK2&4S 6AGK 5
know/Refused (2%)
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Action taken following cybercrime experieced

There was significantly less systeon softwarerelated remedies
taken by Internet users in 2020 in the aftermath of experiencing

cybercrime.

This tallies with an earlier finding that softwarelated cybercrime
(such as malicious code or hackings decreased significantly
since 2016, leaving online fraud as the main cybercrime
encountered by Internet users.

However,44.0%o0f Internet usersdid not take any action despite
being a victim of @ybercrime.

The surveydid not gaugethe reasoninternet usersdid not take
any actions upon their experience with cybercrirhince further
studyshouldbe includedto understandthis behaviour.
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Figure28: Actions taken after experiencing cybercrime

Action taken after an experience with cybercrime

5

14.9%
e

9.0%
17.7%
16.6%

2016 2020

Changed password for Discussed with Installed security
online account people around software

Reported to Internet

A ] Reported to authorities Did not take any action
service providers ’
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Online privacy
The attitudetowards online privacy has not changed much since 2016.

The majority of Internet users take online privassriously A majority
of 60.9%considerit asextremelyimportant,comparedo 59.1%n 2016.
Likewise36.4% of Internet users think online prissawasmportant, up
from 32.8% ir2016.

Sharing of personal information online

Out of the Internetusers,only 30.6% shared personal information
online,while 67.6% didhot.

There has not been a discernible change in the trend of personal

information shared online.

The type of the topmost information shared (for exampleotos,date
of birth and real name) seems to correlate with an increase in social

media use since 2016.

Surprisingly, most Internet users (at 8%) shared their real name
online. This was a significant increase from a figure of 55.0% in 2016.

Additionally, 76.7% of Internet users shared photos of themselves
online in 2020 (compared to 69.8% in 2016). This was followed with the
sharing of date of birth at 63% (2016: 58.5%).
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ChildOnline
Safety& Parental
Control

The worldwide lockdown due to the pandemic had caused the time children

spent online to skyrocket. 48.0% of children in the USA were spending more

than six hours per dagnline,an increase of 50 from before the crisi& In
February2020,a report by the Association of Play Industries found that in

tSaa GKIFIy | RSOIFIRS G4KSNX KlFa o0SSy | pE:

screen timés,

Thesamephenomenonalsotakesplacein Malaysia Expers haveexpressed
concerns that children spent most of their waking hours in frongadigets,
that was exacerbated further by thdCG*.

The sudden and drastic increase of online time adds on to the issues of child
online safety which has always posesignificant risk tgparents,even before

the pandemic.

IUS 2020 established that the number of children age five to seventeen years

old who use the Internet has grown by 155% from 2016.

Of the children who access the Internet own, 56.3% a device theese

R4at I NByGiaec23SGKSNI adzNwpSea akKz2g¢g Yz2ad LI NByda FSSt GKS Nral 2F AyONB|I

Y2NB G2 1 SSRarertsATéyathe&dFodn&asdion; 23rd April 2020
334/ h+L5mMcpY T 61 &a (5eMESLI OKAfRNBY al 8 2ytAy
346/ 2y GNREf OKAf RNByQa &aONBSy (AYSBERNMIAY2Bth April B0200 2 Y I Ay Gl Ay 3I22R Sé&S

35 Parents were asked, by referring to a child with the most recent birthday, whether the child owns a device dU8d2020
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FHgure29: Usage of Internet among children

Usage of Internet among child users

2016 2020

Children age 5 to 17 Children age 5 t0 17
who use Internet who do not use Internet

89



Internet Users Survey 20:

Awareness and use of parental control

Despite the 155% increase in the number of children using the Internet,
LI NBydaQ gl NBySaa 2F LI NBydl O2y i NZRf
to 53.4%.In 2020, my 34.4% of parents use parental control to

safeguard their children on the Internet.

¥ Figure ®: Awareness of parental control among parents

Parents' awareness of parental control

Not Aware

36¢2GFf LISNOSydGdalr3IsS F2NI L' { HwHauwn YlI& y2i I RR dz2llcgh22ymanm: & GK2&$

know/Refused (4.1%)
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In 2020, only 341% of parents use parental control to safeguard their
children on the Internet.

S"Figure &: Usage of parental control among parents

Do you use parental control
services on your child device?

34.4%

62.5%

37 Total percentage for IUS 2020 may notadd upto 100t Es2 4 S A G K 52y Qi l1y2ab@gRdaSR | NB y2i AyOf dzR
know/Refused (3%)
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Action taken by parents to ensure online child safety

One cause for concern was the level of identification with specific actions
that parents took to safeguardchMlSy Qa al FSie 2yt AySo

When given a series of online safety actions that they identifigd, on
average fewer parents could name specific steps they took in 2020;
compared to the results &f018.

The most common step that parents took was to seesuaind limits the
usage of the Internet. The top four most common actions identified by
parents were norsystem related: apart from setting rules on Internet
usagg(728%),parentseither stayednearbythe child(57 4%);or discussed

with the child user abut online safety (5@%) or resorted to checking
OKAf R dzaSNXa apord.tf YSRAIF | OO02dzyida
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Reason for not using parental control

A significant numbeof parents are not familiar with parental control.
The percentage of parents in 2020 who said they never heard of
parentalcontrolis 49.6%.ThoughthisislowerthanH n M 89Q%i|t is

still relatively high in a society where Internet usag&8s7%o.

As much as 45% of parents prefer to set their rules on Internet usage

rather than using parental control.
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Predictive
Analysis

IUS 2020 is the first survey that incorporates predictive analysis to
understand user behaviours in more depth.

We use logistic regressiéito understand how different traits of users
influence an outcome, such as whether an Internet user shares content

online.

There are four models that we have considered in this report and they
are the following:

Predict likdihood of sharing contenvnline
Predict likelihood of ecountering online fraud/scam
Predict likelihood of being familiar with digitialentity

P WN P

Predict likelihood of feeling secure when usingernet

38 Logistic regression is a statestl technique used when the outcome is a dichotomy (only two possible out
comes, e.g. 1 or O, Yes or No).
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Predict whethersomeone
will sharecontentonline

Model Evaluation

Anaccuratemodelisimportant for usto gaininsightsaboutuserbehaviour.ln orderto better
assess the performance of oorodel,we need to evaluate our model on a dataset that it has
not seenbefore.Hencewe splitour datasetat randominto 80%(samplesize=4,616¥°and20%
(samplesize=1,152) The80%isusedto train our modelwhilethe other 20%isusedto testour

model. The results can be shown in a classificatinhe.

(0] 1
(will not share (will share
content online) content online)

(0]
(will not share
content online)

Prediction

1
(will share
content online)

Table3: Outcome of the model to predict whether a user will share content online

39 Sample size adjusted to meet predictive analysis requirement.
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The metrics associated with théassification table are:

1 Model correctly classified 63.5% of overall cases. (435+297)/(435+265+155+297)=63.5%
2 Model correctly classified 65.7% of Internet users whoshilre content online. 297/(155+297)=65.7%
3 Model correctly classified 62.1% of those who will not share content on4i88/(435+265)=62.1%

Tabled: Statisticalmetrics

With an accuracy of 63.5%, the model performs better than random chance (50%).

Variables

A total of 17 variables were used in our model. Detailed description of the variables can be
found in the Appendix a$ablel5. The most critical variables are whether the Internet user
visitssocialnetworkingsites,householdsize whetherthe Internet usershopsonline,whether

the Internetuserhasusedpersonalhotspotandyearsof experiencewith Internetuse.

( 1. Visit social networking sites )
N
( 2. Household size )
N
( 3. Online shopping )
4
( 4. Personal hotspot )

( 5. Years of experience with Internet Use )

Figure 3Y / NRA G A OF ¢ DI NAIFof Sa OKIG Ay FidzSyOosS =2

Y 2




Top 5 critical(c
variables O

Internet users living in a household size of six
are 68% more likely to share content online
than someone who lives alone.

Those who use tarnet to do online
shopping are 59% more likely to
share content online.

Those who use personal hotspot
are 48% more likely to share
content online.

%

1T hose who have three to less than five years of experience
sing Internet are 48% more liketo share content online
than those who have less than three years of experience.



Internet Users Survey 20:

Example

Based on the example below and the results of the model listed in Appendix
Tablel6, we can predict the probability of the respondent to share content
online. The probability of sharing content online for the=low user is32%.

Gender

Age

Ethnicity

Urban-Rural

Region

Household size

Education

Employment

Income

Hotspot

Years of experience with Internet use

Duration of daily use of the Internet

Home

On-the-go

Visit social networking sites

Online banking

Online shopping

Female

55andabove

Malay

Rural

Central

Degree or higher

Employed

Above RM5,000

\\[o}

Less than 3 years

Less than 4 hours

Yes

Yes

Yes

Yes

Table5: Example of characteristics of a user
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Internet Users Survey 20:

Predict likelihood of online fraud/scam

Model Evaluation

We splitour datasetat randominto 80%(samplesize=4,740)° and 20%(samplesize=1,184).
The80%is usedto train our modelwhile the other 20%is usedto test our model. Theresults

can be shown in a classificatitable.

(0] 1
(will not encounter (will encounter
online fraud/scam) online fraud/scam)

(0]
(will not encounter
online fraud/scam)

Prediction

1
(will encounter
online fraud/scam)

Table6: Outcome of the model to predict whether a user will encounter online fraud/scam

40 Sample size adjusted toeet predictive analysis requirement.
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Internet Users Survey 20:

The metrics associated with the classification table are:

1 Model correctly classified 62.7% of overall cases. (517+225)/@2BA119+225)=62.7%
2 Model correctly classified 65.4% of those who will encounter online fraud/scam. 225/(119+225)=65.4%
3 Model correctly classified 61.6% of those who will not encounter online fraud/scam. 517/(517+323)=61.6%

Table7: Statistical metds

With an accuracy of 62.7%, the model performs better than random chance (50%).

Variables

A total of 17 variables were used in our model. Detailed description of the variables can be
foundin the AppendixasTablel5. Thetop five mostcriticalvarablesare Internet accessrom
home,Internet acces®sn-the-go,whether the user shopenline,age ancdethnicity.

( 1. Internet access from home )

N

( 2. Internet access on-the-go )

N
( 3. Online shopping )
4
( 4. Age )
4
( 5. Ethnicity )

3

Figure34: Critical variables that influence likelihood of encountering online fraud/scam
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Top 5 critical
variables @

Thosewho access Internet from
O home are 111% more likely to
encounter online fraud/scam.

Those who access Internet
O on-the-go are 110% more likely to
encounter online fraud/scam.

Those who use Internet to do online
shopping are 69% more likely
encounter online fraud/scam.

Young Internet users aged below 25 are 59% less
likely to encounter online fraud/scam than older
Internet users aged 55 and above.

Internet users who are Chinese or Indian
are 42% less likely to encoumntenline
fraud/scam than those who are Malay.































































